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KEY SECURITY
CONSIDERATIONS
FOR END-TO-END
10T PLATFORMS

To ensure data security
in loT we need to secure
all the elements in the
end-to-end chain, which
includes the end-points,
hardware and software
interfaces, gateways,
and everything that is

a part of the local or
remote cloud

heo

— Dr. Siddhartha Chatterjee, Chief Technology Officer, Persistent Systems

Internet. Simple enough, right?

loT security is a vast topic, with a lot of research
going on, a lot of literature available, and a lot of
different viewpoints and arguments being presented.
Within the topic, security needs and priorities depend
on the segment and use case. For example, the security
requirements in an industrial loT setting are very different
than those in health-care or home automation or
infrastructure management. Our goal here is not to look
at every aspect of loT security, howsoever tempting it
may be. Instead, | will focus on a smaller subset: the most
common factors that are relevant to the end-to-end loT
platform. It must be emphasized that security needs to

Securing things. Everything. Connected to the

“Security is imperfect.
Recognize that, despite
best efforts, it is quite like-
ly that your systems will
be breached and some
user data compromised.
Create explicitly written
data retention policies
as well as data breach
disclosure and end-user
notification processes.”

Dr. Siddhartha Chatterjee
Chief Technology Officer,
Persistent Systems

be built into the architecture right from the design stage,
and not as an afterthought. (In other words, do as we say,
not as we did.)

Let us start with the basic questions: what are we
trying to protect, from whom, and how?

Clearly, we are trying to protect the data: from someone
stealing it, modifying it, and misusing it. We are trying

to guard against someone working to affect the data
generation and transportation across the pipeline.
Protecting the volume, velocity, and veracity of the

data is important because loT systems are designed for
interacting with and affecting the physical world, and
also because of the (near) real-time nature of the data. In
short, we are trying to ensure data security, data integrity,
and uninterrupted data flow.

In order to accomplish this, we need to secure all the
elements in the end-to-end chain, which includes the
end-points, hardware and software interfaces, gateways,
and everything that is a part of the local or remote
cloud. This involves physical and network security of the
infrastructure, access control, and identity management
mechanisms, etc. We will assume that the physical
security of the general infrastructure is taken care of.

Securing the end points

Let us start at the very beginning of the chain: the end-
points (sensors and actuators, along with their interfaces).
The wide variety of the end-points combined with various
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